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SUBJECT! 


Survey of Alerting Procedure y fh Intelligence 






been' typed with wide margins to provide you 


1* On 1 October", the AD/CI approved/my request that you three serve 
as an ad hoc group to 'insist me in the /reparation of my final report on 
the above subject. \ / 

2. Attached is a rou&h first draft of a final report. As you know, 

this is backed up by over 25 q pages of detailed notes complete with Index 
of subjects and names. It has Wen suggested that only the sumary be 
sent to the IAC, but that the Sill report In the form attached would be 
useful to others. ' , V 

3. The draft reppi-t _ 

ample space to make sdathing and cutting remarks# I trust that we may be 
able to meet on li - May, 30 October , tb discuss the draft and particularly 
the following general qjfcstionst 

a. Is this form of report useful? 

b. Does the report cover the subjects most important to know? 

c. "Would Graphics in the form of Organization charts or flow 
charts justify the labor of preparing them? 

To ijnom should a report of this start be sent? 

it. I will/ check with each of you belo^i^day tc?set up a convenient 
time and meeting place. 


o a - Vp c 


Approved For Relea 



25X1 A 


1/11/20 : CIA-RDP79B01 737A00090001 0009-6 




Approved For Release 


: CIA-RDP79B01 737A0009000 


Security Information 



ALStflHG PROCEDURES IS IBTELLIQHKE 



C* Haw of This Report 


XX* Sources 

A. Collection ftarpoxLSibill ties 

B. Operational Cables 


XU* Cosssanicaticma 
A* Central 


B* Channel* into IAC Agencies 

C. Handling in Intelligence 

B* C h a n nels to the Command, ecu! Policy Level 


17* Evaluation 

A* In the Field 


B* During Duty Hours 
0* During Baa-duty Hours 



Approved For Release 200lii3]&iWlA-RDP79B01737A00090001 0009-6 

Security information 



Approved For Release 2001/1ggg^|A-RDP79B01737A00090001 0009-6 

Security Information 


V, W«toh Officers 
4* General 
B* Personnel 
C. Precedwee 
D* Aide 


Qm> ^ 


A 

OiA 


t *v\ 

■ u 



Tot- 


Ci) q^c .4 ft. 

t . % it ^ 


(>) 0^1 *-e 




~ToJl <L ,D 4^VsufiA> ^ 


t ^- Q~3- -ff 


To^ 3> • ^ ^ * 


,-ajv t "gu v * ^ 

'T’oSu- f ^ - 


a-& 


c »£> t ,o x-v * 


T&4-. H ' c) " Jnfos&jcfuj <uz* C),\.r u~'^ ^ ^ 

l a.t JL. * 0 t j 


- HBr ;• 


ST 


Approved For Release 2001/11(2R y QMdP@Klit0BO1737AOOO9OOO1 0009-6 



Approved For Release 2001 /'Mh 

Security 


737A00090001 0009-6 



1* The summary of the facta gained through a detailed surrey of alerting 

/ \ \ i • c .a 

procedure* in intelligence as authorised by IAC-IV70 indictee that all ^Agencies 
are well aware of the need for# and of their responsibilities connected with# 
the prompt handling of critical and important information ,la Washington. A The 
•array covered • all phases of the alerting procedure in •ai IAC Agencies, and 
included the handling of material from the point of initial reoeipt, to delivery 
to the ooimmd or policy level* 

GOlfCLUSIOKSt \ 

\ 2* Although exist ing eoxtrefts of critical and important intelligence are 

\ 

exploited, it was foimd that inadequate mechanisms exist to assure that inforraa- 

tioa contained in “operational* communications gets promptly into intelligence 

\ ... 

channels* An example of this was the HB-SO plane shot down by the Russians off 

Vladivostok^ 29 June, information on which did not reach intelligence channels 
until about f iW hours after the fact was known to operations officers. Virtually 
ail Agencies participating in the survey stated that either for security reasons 
or because of s lack of “intelligence mindedneas* cm the part of the operations 
or policy level, operational information is not gratuitously passed to Untelli* 

gance. However# in most Agencies this information can be obtained hyJiintslligeaes 

\ 

if a specific request is made for,* given item* 

3* Communications channels exist and are thought to be adequate for the 




le critical items. However, this 


\ 


prompt transmission of readily 

is X 

presumes that such items h» given a sufficiently high transmission precedence 

'\ 

to assure that «&$. other traffic is pushed aside* Secure communications in 
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Washington are inadequate* So secure channels exist to permit <11 IAC member 
Agencies to exchange classified information othsr than through the use of a 
relatively slow and complicated teletype hook-up* Bie Agencies ..adult that 


information can he exchanged quickest through the use of couriers* 

£ T/atah or duty officers serve to a greater or lesser extent in all 
Agendas except ABC, Eey officials in all Agencies can be reached during <*ff- 
duty hours. CIA, USA, and Air Defease Command have fall-time watch officers 
a&o serve solely in this capacity with no other duties* The other Agencies 
rotate officers assigned to other f motions to cover the off-duty hours* In 
general, adequate watch officer aids exist in each Agency in the fora of briefing 
msaw&s, watch officer books, hone phone numbers of key officials, regulations, 
and ins tree time* .Most Agencies brief their watch officers on current intelli- 


gence items prior- to entry on duty* 

if $, ^01 Agendas ham at their disposal adequate means, through competent 

ArAMtixAoLcdr 

analysts, for evaluating crittoal information, far supplying necessary background 

®d comment, and for assuring that a relatively collate statement is made, paro- 

■ VU- • 


Tided thai K H 


information is available. However, moat watch officers 


lack the detailed knowledge necessary to recognise obscure items, and there is 

ao^esntrsl Hie or display mechanism to serve, act so j &ubs titu te for aaalyeis, 

■JM-* 

, kmt as an aid both to evaluation and to watch officers* 


1* That arra n gements be made to aesure th at ^information contained in opera- 
tional communications be passed without delsy into Intelligence channels* 


- 2 - 
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t« That a technical survey be made of the secure cojaaunioatLons link 
bei»e» the IAC Agencies in Washington with the aim of establishing secure 
channels, preferably to be used as a telephone. 

+ ®**t the Service Agencies and State establish full-time watch officers 

to provide continuity* (As AEC and JIG bass no specified collection responsl- 

, A- YvQ"Wh.c 

biiit 3 r » aad as the FBI procedure is adequate for the amount ^of critical iuforma- 
it collects, it is felt unaeceaaary to establish a full-time watch procedure 
in these three Agencies. } 


a/' 


k (in 

3 S* Shat ^central isecl indications mechanism be established so that indi- 

t - - A 


il.OSs-Q'KL. \ 




fldaal Agenoy analysts and watch officers may call in and disease critics! 

Z' x ’a. 

TWZr* 


items as an aid to their preliminary evaluation* 
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1* On 6 Jx&y 19 the Intelligence Advisory Coosslitee issued 
UC*®~7Q $ "Proposed Survey of Alerting Procedures in Intelligence", 
ms directive states that H3CIB Ho, 1 assign specific responsi- 
bilities to the IAG and its member agencies in the event that 
information is received indicating intending foreign crisis aitua- 
ticias or foreign conditions that affect the security of the United 
States* The directive recognises that alerting procedures now 
ea&st in each agency and states that the rci desires that they be 
reviewed as « whole periodically sod proposed that the IAS col- 
laborate in a fact-finding survey to begin at the point of receipt 
of incoming information ®ad examine all steps in its routing* The 
marts# would point up gaps in existing procedures, should any gaps 
exist, and would bring together in one place the details of these 
procedures* The AP/CI accepted responsibility for the survey and 
designated the Intelligence Officer to conduct it. 

t# By add-July all the IAC agencies submitted the eases of 
officers to be contacted, the only restriction being that in certain 
instances Intelligence could not give permission for visits to 
Staff voasualc&tloas Centers that wars operated at a higher level 
in tbs cemand charnel. 

3* The AD/CI instructed to deal only with the 

designated representatives of the participating agencies and such 
esaber* of those agencies as the representatives eight indicate, 

•el stressed that authorisation of the project implied no inspection 

^^fjprcTved For Release 2001/1 1/2Q -‘Ql&iDP7&B01737A00090001 0009-6 
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1* Tbs survey was conducted through visits to sad interviews 

,|\0 

in all^ageocies including the collaction and currant intelligence 
production parts of CIA. In many instances it was possible to 
trace the actual handling of a recent item, for example, the 
shooting down of an HB-50 reconnaissance plane by the Russians 
off Vladivostok on 2? June. 

2. Although agencies, except ASG. haw published directives 

and instructions for the guidance of individuals charged with the 

fvudv&JUaxcr - 

handling of critical information, an effort was made to go beyond 
««. to 

is handled and who the people are who handle It, 

3* An extension of the survey was accosgjllshed through a 
visit to the Air Defense Command in Colorado Springs with the 
Watch Cojwittee late In August. This provided art opportunity to 
observe a well-conceived and well-run evaluation procedure that 
centers In the ADC Indications Doaprd^as well as an opportunity 
to learn the procedures followed at one of the commands, a vital 
recipient of lAC-p rod need intelligence. 

U« The SBC defines "critical information" as — * . • . 
iaforaattoa that indicated an impending crisis situation, such 
as the outbreak of hostilities involving: the United estates, or 
a condition which affects the security of the United States to 
such m extent that ltmediate action or decision on the part of 
the President or the Rational Security Cornell seems to be re- 
quired * * Ro adequate team has been found in use that 
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severs information as defined plus marginal information which 

Bight develop into a critical situation, Therefore, the term 

\vy> 

" eritio a l information* is used in this roport to cover both , 

a <yyCAZ? 0 c 

information that clears meets the SSC definition as well as 
other infoneatioa that requires prompt handling, 

°* BnJt ft© te at 

X* Oils report deaeribee toe principal procedure. involved 

\AUit cjOvcuudT" 

in the handling of crtweal information throughout the IAC 

TC*. KaJo cjhJt' 

agrafes* Infemetaen i# organised functionally to indicate 
the methods applied to each step in all agencies. 

2* are attached auaaariilag the organisation and 

IML 

methods oX operation in each agency. 
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II. SOURCES 

** gsSto&sa Raaags&sy&te 

1* CIA. State, and the three Service Agencies all have 
specific collection responslbili &ee overseas, CIA Is re- 
sponsible for all covert collection as a service of common 
concern} State and the Services collect through their overseas 
missions and comawde# The FBI has a domestic coHeetim re- 
spmsibiliiy which is met through the operations of its $2 
field offices in the major VS cities. Alaska. Hawaii, and 
Puerto Etee. The ASS, skile having no specified collection 
responsibility, receives information from it® traveling 
scientists g * J--'* ^ /’J ‘ ‘ f w v< 

ttyBy^Sr ter ** l ia JIG has no collect! on 
responsibility and works with the information produced by the 
other IAC Agencies, 

2, Information collected as outlined above is transmlttad 
to Washington either by cable or by poach. Initial screening 
in the field results in the decision that a given item 1* to 
be sent by cable and^haaults in the assignment of a trane- 
edsaion precedence indicator to assure prompt handling;, 

3, All agencies pointed out that much - eri -s fe al Informa- 
tion appears first in anss releases, Gaplanations of this 
have ranged all the way the fact that the press eervlees 
conduct werld-wide, polnt-by-pcint coverage, through, the fact 
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that the pr ®m services are not haapered by seeur itgr reqnire- 
to the statement that the press services saay adopt a 
somewhat irresponsible attitude and report a suspected incident 
only to deny the report shortly thereafter, Moat infarction 

xsLJ^e June 1? Be rlin riots ease from press relo ae&s. 

£| ( Each agency has its own system of establishing requirements and 

priorities for the collection of information, and various priorities 
committees exist. However, further review and coordination is re- 
quired to ensure priority attention to seaMcal items. Facilities 
exist for the follow-up of an item through the issuance of specific 
requirements, although the opinion has been expressed that more use 
should be made of this possibility. 

B * asa&aa& 

1# frequently "operational’ 1 ccesages contain Intelligence 
information. Seldom Is this information gratuitously passed into 
intelligence channels# although sincere efforts have been made 
by both the operations officers and the intelligence officers tc 
••sure that this la done. It has teen explained that this failure 
normally results either because of & lack of “intelligence aindedness* 
on the part of the operations officers or for security reasons dic- 
tated by Op aerations* aewsver, seldom docs Operations deny the 
iafarmatioa to Intelligence provided a specific request is made 
for a given Item. 

2. In CIA Us® dictates of security are largely responsible 
for the reluctance on the part of operations officers to pass in- 
formation to Intelligence. An example of this occurred ao m 
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3. let the Department of State a aw information la withhold 
from Intelligence or at best giwn vary limited distribution 


where the information boars directly m negotiation#! then 
underway, However, the greatest difficulty esperieneed by 
State* a intelligence officers la o eased by a lack of 8 intelli- 
gence mindedness* m the part of State officials «a a result of 
which tbsy^fail to appreciate the importance to Intelligence 
of a given itew. 

It, On 29 Inly an iir Force E9-50 plane was shot down V 
the Russians near Vladivostok. This fact was first known to 
Operations as *one of cur HB-$0*a la overdue 8 . Operations 
did not at first appreciate that this information was of value 
to Intelligence and the facto were not made known to Intelli- 
gence until specifically requested, InteHigaatee information on 

S.O'W— 4 *" 

t his case ' w ao aotrecciwpd until compels hours after the fast 
was first known to operations* 


,.*■ Mur*lltr v 
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X 


v l^u / 

K A large volume of critical information received is 


\ 


\ 

Intelligence coms from press releases, 

2. Requirements lists need to be vitalized and more use 
should be made of\»quiren»nts mechanisms to follow up c r itica l *o» 


\ 




items, 

3« Intelligence contained in "operational* communications 
is sot available gratuitously to Intelligence, either because 
of security or because of a lack of "intelligence mindedness * 
mi the part of Operations officers. 


v. 


Approved For Release 2001/11/20 1" CIA-RDP79B01737A00090001 0009-6 

^ aectrnv Iniormation 



Approved For Release 2001/iggg^pjK-RDP79B01737A00090001 0009-6 

Security information 


HI* 


COMMUNICATIONS 


A* OfBgjgk t 

tC&VjBkWM 

1* information coming into Washington has been 

screened In the field, at. least to the extent that readily 
recognisable items are normally sent by cable or other stems 
of equally rapid transmission. 

2. Occasionally critical information may be included In 

\\i*b(5D&au§““ 

pouched material and not be recognised as ‘ * 


until 

evaluated by Washington analysts mho are able to relate it 
to additional information, usually from other sources and not 
available to the field evaluators. 

8* Channels into I AC Agencies 

1. Overseas communications cone# into CIA, State, and the 
three Service Agencies by way of eouEsmicatlons centers not 
under the control of Intelligence. In CIA the Office of Com- 
munications maintains the Signal Canter, which in assisted in 
the routing of cables by the Cable Secretariat, a part of the 
BOX staff. In the Department of State communications are re- 
ceived first in the Division of Communications, and in the 
three Services in individual staff communications centers. 

2. These coamunication c enters are staffed by eommunica- 
tions experts rather than Intelligence personnel. Although 
the individuals pride themselves on their ability to move 
traffic promptly, they are generally not informed on 


. •§, 5 
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indicators 

to assure that special handling la given to critical items. 
Normally, the decision made in the field that the it m is to 


he seat by electrical means includes the decision that it be 
given precedence handling, and most eaeM&oel items are so 
marked. 

5. The scope of this survey did not permit visits to 
coTffluunications centers, except in CIA and Mr, as the centers 
are not under control of Intelligence, and special permission 


mould have been required from the "Chief of Staff* level. 


However, there mas no evidence that intelligence requirements, 

.ft \t-V-* — 

check lists, or other aids are vued^bgr comnsonicatlono centers 


\XJL 


to Alert the operators to the importance of a vv c ri t l ee l item 
that does not carry a precedence indicator* Informants in 
the intelligence agencies interviewed stated, however, that 
frequently communications centers are informed that traffic 


from a given station during a given period should be con* 
UvJ-\<lhVujX~' 

sldered erreleal and should be passed promptly. An -sample 
vaa tiM aejAed~Xalioi.ing the Jim* IT AjpMsrvfryfca. 

It* She communications centers produce multiple copies 
of incoming material and route them to stated addressees with 
information copies to the command and policy level and to the 
variots segsents of the agency *s own intelligence unit. Except 
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for limited distribution or closely held items, distribution 
is *l*o Made to other IAC intelligence mite shore the incoming 
information is clearly of an intelligence nature. 

$* Delivery by the coaanmlc atioae centers is by courier, 
although pneumatic tote* ere used ty the Service Agencies in 
the Pentagon. 

6, JIG receive* copies of other agencies 1 traffic and FBI, 
Washington tee it* cam teletype, telephone* and radio nets for 
commanications from tee field offices. Th* AID receive* 

£ro& it# traveling scientists, but these ere no really of a tv 
purely administrative nature. Hosever, certain AEC eowaualca- 
itons are routed to the Intelligence Staff* where they are 
scanned for possible intelligence eon tent. 

6. Handling la Intelligence 

1. Material is delivered by the communications centers to 
message centers, cable sections, and similar organisations in 
each of the intelligence mite. In CIA such message centers 
are located in tee divisions of DD/F to handle CIA-oroeured 
information, and in ODD for copies of communications coming 
from tee otter IAC Agencies. 

2. Generally, the cable desks and similar collection points 
sort the material according to tee organisational breakdown of 
the intelligence coaponent. Delivery is made by courier, either 
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directly to analyst** desks or* usually* to a secondary 
collection point at the next loser level* where the material 
is i again sorted according to Individual desks and analysts* 
and again delivered by courier or picked up periodically by 


the analysts themselves. 


3. ini , Parlor pickups in virtually all agencies 
ears made each hour for routine traffic. 



Channels to the Command and Folic? Level 


1* The item is evaluated as described in Section If 
below, and is disseminated to the command and policy level 


jt vm« Jhtit uA«iarattui<» vcu w vuc suu pgilC/ iHT9X y-T ^ t> 

ia each agency* I> ' *-* "ionovcjc <w-S '^A^T O ®- 0 ** 3 a h a 

i£r jU v 

2. For example, ia CIA .evaluation is made in obi by the 


regional specialists in ti»' divisions, The resultant intel- 
ligence is passed through channels to the AC/CI,who in turn 

. .. te 


4v- 


V L * V "' 

passes it to the BD/I, who takes it to the DCf. Ho electrical 
or testily mans exist for this transmission, and it is, there- 
fore, handled by courier or by the hand of the official him- 
self* The other agencies follow a similar command-line 




channel to the Chief of Staff or Secretary* the ultimate 
recipient. If the item warrants* it is passed to the NSC 


*9$i!Po$fFW&<SSP2eo 
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the hand of the senior official or Secretary concerned, 
3. Lateral dissemination, is possible and frequently 


occurs at ail levels. As has been explained above, the raw 
incoming information is disseminated to aH^ agencies* In 
addi tion , the finished intelligence Is usually laterally 
disseminated upon completion of evaluation. This can be 
accomplished through a somewhat complicated and rather 
slew teletype hookup that links the intelligence agencies 
in the Pentagon with State Department and CIA, or, as is 
more frequently done, by courier and staff car. 



items recognised in the field are assigned 

^agH .-.****'* 1 / .-i - '' 

high precedence indicator to assure prompt 
transmission both ty electrical means and by hffiid after 
they have reached Washington, 

2., Butina «ch «. ulovly, P-tl«a«rl 7 

C S / 

after they get into Washington intelligence charnels and 

\ ■ ■/ 

come under the routing x apd courier procedures which may 
result in as much as an hotbeds delay at each collecting 
point. 


\ 


\ 

3. Points of initial entry at x $he "staff” level in 

\ 

each Agency handle all communications ’from the field and 

(Aijoav* / 

are not ^sensitive to Intelligence requirements, Only those 
““ ~ ***”“* to «d^ch 

high precedence indicators are guaranteed instantaneous 
dispatch into Intelligence, 
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c. 


S V 


n- 



is/ 


it. So eadpre facilities exist 1 b t/aahington for the 
handling of cr te sf l lnfomation Tagr telephone or by telecon, 
the only facility bais»£ a rather cooplicated and aotnewhat 
slow teletype hookup befcpeen CIA, State, and the Service 
agencies, the in te llig^ceNprodue t could be vastly improved 
and delays in transtdssioia largely eliminated if an Inter- 
Agency, secure telephone link conld'-^e establlshed to be 
used by evp&uators, analysts, and wateh' officers. 


/■ 


,/ 


.r .|y;K3. A 
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I?# EVALUATION 

A. In the Field 

1 * To a large extent, all items transmitted from the field 
to Washington are evaluated prior to such transmission. This 
may include no more than a decision that a given item is to be 

sent by electrical means asj^ s ; 4 .^-V'''^V ' H 

Ms form of evaluation through selection takes place in all 
five of the agencies -with collection responsibilities overseas. 

2* 0-2 bases its entire alerting procedure on the policy 
of having competent analysts as far forward in the field as 
possible , and relying on these analysts to make a fairly 
thorough initial evaluation and selection. 

3* This survey did not go into field procedures through 
visits to field installations. Those interviewed in Washington 
expressed the opinion that a field survey is highly desirable as 

Washington analysts are extremely dependent on the field organi- 

I^JuAt^caudr* 

aations to select critical items for speedy transmission to 
Washington. It was felt that despite a soundly conceived and 
efficiently run organisation in Washington, failure could re- 
sult from a lack of awareness of importance in the field to 

cm- 

the end that fcise critica l item would not be recognised aid 
would not come to the attention of the Washington mechanism 
in time to serve as a warning. In CIA it was stated that field 
procedures vary widely according to areas. In State field 
evaluation depends to a large extent on the R intelligence 
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mindedness* of the senior policy official #„ / JS^*enr!s# 

agencies point out that as thsir^stts^oi is primarily military W&m 

OjecuVc • 

those interviewed wore unable to Indicate the. action that would 


be taken in the field in the event an economic or political 
item was collected. 


B* Poring PutH Hours 

!• CIA, State, and the three service agencies maintain 

staffs to evaluate aid analyse incoming material, Routing 

(pJs(lu)T" 

procedures get critical information into the hands of these 
analysts where the information is compared with other known 


facts, and where background information and comments are added. 



evaluation is made. For example, in 0-2 copies of incoming 

VutaaMowSr 

critical Items are routed to area analysts, to the Watch 


Committee Secretariat, and to the 0-2 Operations loom* d 1 

O^vuuW-r 

throe of which arc cspAiie: 6f recognising the importance of 
incoming information and of taking immediate action. 
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Muelear energy natters are evaluated by the Joint 
Atomic Fnergy Intelligence Committee (JAEIC), Unclear Energy 
Division of OSI chairs this committee andprovides its staff. 
Members are representatives from State, AEG, Army, Ravy, and 
Air Force. The committee meets regularly each -seek and is 
on call at all times ineluding non-duty hours, 

5* At Air Defense Command in Colorado Springs, the 

evaluation procedure is centered in the ADC Indications Board, 

tmVVtiduJr" 

Thus, all incoming critical items are related to one or more 
categories of indicators and evaluated in conjunction with 
other Items in the same or related categories. This mechanism 
provides a mechanical memory in depth to assure continuity of 
thought on the part of the evaluators. The ADC Indications 
Board does not attempt to use a mechanical means as a substitute 
for careful analysis and evaluation, but rather to provide 
uniformity and m orderly approach to assure that all facets 
are considered from the standpoint of past information as 
well as the item*s relation to otter subjects comprising the 
indicator list, 

6, test of the individuals interviewed who are concerned 
with the evaluation procedure felt that a weakness exists in 


that Intelligence is not Jeeot fully informed regarding US 


operations, whether diplomatic, military, or clandestine, 
it is frequently very difficult for evaluation officers to 


- ^<r*«U > VA''A»A ■I.tl' ' s 

^ vatrwtos 4 an aa 


determine whether i b m action or a reaction* 


Thus, 
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C* During Mon-duty Hours 

!• The watch officer procedure in intelligence is described 
in Section ? below. With the exception of ADC, the watch officers 


participate in the evaluation procedure only to the extent that 


they call in appropriate officials, including regional and subject 
evaluation officers and analysts, 

2, All IAC agencies maintain up-to-date lists of home phone 
numbers of officials to be called either by watch officers or by 
switchboard operators. Thus, if a* e rl tea is received, 
either as collected by m agency itself or as received Tty it through 
lateral dissemination of the "raw® transmission, evaluators mid 
analyst a are among those called in, 

3. When evaluators report to their officers as the result 
of a non -duty hour call, they have access to their own files and 


records and prepare the item for dissemination as outlined Above. 
D. Conclusions 


|/f Oact' 




Ur . 


1, A surrey the adequacy of the field evaluation process 


is desirable. 


X 


2, Evaluation In Washington is, in general, adequate and prompt, 

■x ... ... o* 


3* Each incoming item is routed to ' vvrfiwie' offices and s ta ffs 


for evaluation according* to the recipient’s mission. This con- 


X 


stitutes a multiple check: to insure that items are not overlooked, 
the ADC Indications Board provides a mechanical memory in 


X 

depth as an aid to the evaluators. Consideration should be given 


to the use of seme such device in other parts of Intelligence, 


5. Evaluators are not «,««« 
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V. WATCH OFFICERS 
A* General 

1. All IAC agencies operate some Sort of a watch mechanise. 

Bie term ®watch officer* is used la this reoort to denote an 

tX& it* ( iKfctuMI 

intelligence function and "duty officer* refers to commander 
operational functions. 

2. in some agencies -tee watch function is on a 2li-hour-a-d^r, 
7-day-a-w#ek basis, while in others a watch function is conducted 
only during non-duty hours. 

B, Personnel 

1, CIA, NSA, and ABC hare full-time watch officers vho 
operate the watch office on a 2ii-ho'.:ir-a-day basis and who haw# 
no other assigned duties, these agencies place considerable re- 
liance on the full-tine watch officer, this reliance being Justi- 
fied by the continuity provided. 

2, >3^i State Departments the Communications Division, the 
point of receipt for overseas cables, operates 21* hours a day 
and the senior official ©resent notifies members of Intelligence 
if critical information comes to hi# attention. Intelligence 
officers in State remain on call in their homes on a roster 
basis during non-duty hours, and watch officers sre on duty 

in the offices of the Special Assistant, Intelligence from 
0900 to 1200 on Saturdays, Sundays and holidays, and in the 
! office of the Director of Intelligence Research from 081.5 to 
1300 on the same days. 
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3. In G-2 tiie Operations Room is open 2k hours a day and 
during non-duty hours is manned by two officers and two enlisted 
men, the officers serve cm a roster basis and draw duty aonroxi- 
aately once each month. Q-2 finds the roster procedure adequate 
as the individuals selected for the duty are senior officers whose 
5ob ie normally that of making decisions and of keeping informed 
on intelligence maters* 

ii. In Savy the senior officer in the watch mechanism is a 
Duty Captain, a section or branch head in OKI, who stands watch 
in his home and is cm call* He Is backed up by four watch and 
duty officers in their offices, all of idiom operate cm a roster 
basis. 

*>. In Air Forces the senior duly officer during aon-duty 
hours is located in the Air Force Command. post, is a general 
officer, and has full authority to act for the Air Force. The 
most Important intelligence officer during aon-duty hours is 
the air estimates officer, who se ves on rotation and %fc© is 
located in the intelligence area with all files and materials 
available to him. 

6. The ABC does not keen watch officers on duty in their 
offices during non-duty hours, but the AFC switchboard is 
supplied with home phone numbers of key officials, both in 
intelligence and in other parts of the Commission. 


4 ’ 
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7. In JIG senior officials are m duty in their offices 
Saturday and Pond ay morning, and an officer is on duty in the 
office of iiie Director of the Joint Staff on a 2li-hour-a~day 
basis. The JIG Situation Root, is open and in operation 2k 
hours a day, gad key officials can be contacted at their 
homes and ea. led in in the event o*4$irati information is re- 
ceived. 

8. in the FBI a full-time supervisor who has this as Ms 
only Job comes on duty at four each afternoon and works until 
midnight to insure continuity during the period when the '*st 
Coast offices are still open even though the Washington office 
has closed. In addition, supervisors ia the Domestic Intelli- 
gence unit serve as watch officers in the office of the Assistant 
Director for Domestic Intelligence. These supervisors serve a 
two -week tour of duty, thus providing greater continuity than 

if they were rotated each night. 

9. At Air Defense Command in Colorado Soring# the watch 
officers have no other duties and operate the Office 2k hours 
a day, 7 days a week. These officers, generally majors and 
captains, maintain the Indications Board and brief the Com- 
manding General in the morning. Their Job is primarily 
evaluation. 
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C* Procedures 

1* Watch officers, whether fulltime or rotated, are the 
point of receipt for erttitral information daring non-duty hours, 
to general, watch officers read all material passed to the® 

Airing their tours of duty and nay particular attention to the 
prompt handling of items carrying a precedence indicator of 
"Priority” or higher* 

2, The duties of the watch officers in the various agencies 
vary slightly, but, in general, are limited to the calling-in 

of responsible officials or estimators* 

3. In CIA’s Signal Center and Cable Secretariat the watch 
officers call in appropriate Area Division Reports Officers of 
Foreign Intelligence, who in turn make the evaluation and pre- 
pare a PS for lateral dissemination by teletype* The Agency 
watch officer in OCI makes a preliminary evaluation, calls in 
senior officials, including the Director, and also calls the 
appropriate evaluation officers and analysts, 

k, to most otter agencies evaluation officers, analysts, 
and chiefs of branches and divisions are called and they, is 
turn, make the decision to call senior officials* 

D, Aids^ 

1* Watch officers throughout are supplied with watch officer 
book® containing published instructions and regulations, list# 
of homo phone number 6 of on-call officials and evaluation offi- 
cers, and memoranda giving detailed steps to be followed by the 
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watch officer In the event - c rit ical Information I# re- 
ceived, 

2 , There was virtually no mention of maps or graphics 
as aids to watch officers, although, presumably, these are 
available In those agencies where the watch function bakes 
place in a situation or operations room# in exception to 
this is Air Defense Soranand, where the entire watch function 
is geared to the Indications Board and related maps. 

3. Watch officers are briefed on the current situation 


before they enter on duty and are usually given special 
instructions as to what to look for if an incident is being 
closely followed by current intelligence. A n -e xamp le of 



it* As mentioned under Section III, Communications, there 
is no secure method of communication between the watch mechanisms 
except a slow and generally inadequate teletype link. Those 


interviewed stated that in the event of a major emergency, the 
telephone would have to be used despite the need for security. 

$. 'Conclusions 


1. Continuity is last through the practlepiif rotating 
watch officers for a one -night tour of duty^ewry month or so. 
Th* Service Agencies and State shoul provide full-time watch 
officers who have this as their only Asai^unent and thus assure 

jF _ . • ■ 

continuity during non-duty hours. 
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2 , The collection reaponsi bill ties in FBI/ere adequately 
net by the Bureau* s present procedure* There appears to be no 
need to increase procedures now being followed in JIG and ABC. 

3, Vetch officer aids are adequate as far as procedural 
directives and on-call phone lists are concerned but inadequate 

" ’’‘V, 

with respect to maps and graphic aids of tha. type illustrated 
by the ADC Indications Board. 

/ X 

li. Watch officers lack adequate means of secure coiimarii ca- 
tion# during ijeh-duty hours. 
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MOTE* The following items are listed in the order 

in which they appear in the foregoing sections 
of this report. Mo attempt has been made hire 
to piece recommendations in priority order ao- 
cording to their importance. 

1* An across-the-board survey should be undertaken to 
\ ■ aJT“ / 

determine why much information comes first, and some- 


times only, from the press services. 
2, Existing el 




be 


M C. 


retirements lists shoold 

/ r 


,t up to date and vitalised, and a greater effort 


should be made to use existing facilities to obtain follow-up 





information in critic dl situations. v 

3* Arrangsments should be made to assure that^informa- 
tion contained in operational coiwrunications is passed with- 
out delay into intelligence channels. To accomplish this it 






will probably be necessary to authorise certain intelligence 
officers to receive operational Information and to increase 


the intelHgence-mindedness of certain command and policy officers. 

lu lallt ageno^ehould attempt to speed up existing pro- 
cedures for the handling of routine items whLoh may be orltioal. tvjjfcAM 
This refers primarily to routing procedures that sometimes 
result in as much as an hour's dally «t each of three or four 
collection centers between the point of initial receipt and 


the ultimate addressee or evaluator. 

5* instructions should be given to staff communica- 

tions offices to ensure that intelligence is not overlooked 
during the initial routing of incoming material. 
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6. k technical surrey should be undertaken 
effort to set up 4 secure telephone or tele c on jHsTbe tween 
the XAC Agencies in Washington for uSe^ evaluators, analysts, 

and watch officers. f 

/ 

y, Each agency should survey the adequacy of its field 
precede™ to ttfean. thot e« »oog- 

aiaed in the field and senCpromptly to' Washington ty electri- 
cal means. \ 

8. the evaluation procedure and the watch officer mechanism 
can be Improved through the establishment of a centralised indica- 
tions mechanism to provide uniformity and to assure that past 

informa tion is n ot overlooked. / > 

eHoold bo informed of military, diplomatic ! 

'«d clan do Stine operations so that otriLuators cal diffsrentlata 

JlJUt f' "j \ 

**** tactions* 




^continuity. State and three Service 


I \ / ^ 

watch officers who have this 
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SURVEY OF ALERTIMG PROCEDURES IS ARMY 

/ 

1 , phe Assistant Chief of Staff, 0-2, Department of the Army^collecta in 
the field through its overseas commands, attache system, Counter Intelligence 
Corps, etc. Information is analysed preliminarily In the field and passed to 
Washington by cable and by pouch, G«£ believes that this/fie Id analysis assures 
that critical information is recognised in the 3 hortestop 03sl ble time , and that 
pro apt action is guaranteed in that the field units assign approximately ruga 
routing precedence to each cable, 

2, Cable 3 are received in Washington in Staff Communications, Office of Chief 
of Staff, D.A. Hare they are routed by pneumatij t tube to the appropriate sub- 
divisions of the Department, including G-2 and /ts production divisions, re- 
search branches. Operations Room, and the Watch. Committee Secretariat, Thus, 
critical information 'that had been so recognised in the field ia seen concur- 
rently by both the Corstand and forking ^cheXons of Army Intelligence, 

3* Routine cables are disseminated alon^^ the same channels with the likelihood 
that the significance of ah item would be recognised by the production and r»« 
search analysts, by the Operations Roonr officers, or by members of the batch 
Committee Secretariat. Shis\ in G-2*/ opinion, constitutes a three-way check 
to assure that critical information, /hot detected in the field, is not over- 
looked in 0-2 itself, \ 

h. The production and research Wits of G-2 evaluate critical information a# 
soon as it is received, add back/rbund or elaboration, and forward their product 
to the 0-2, to the Watch Committee chairman, and other officials as indie a toe 
by the substance* / \ 

5, The technical services ''Medical Service, Army Engineers, etc.) maintain their 
own intelligence efforts on /a decentralized basis, and all of them ph*k closely 
with the Watch Committee Secretariat and. with G-2 Operations Room as well a« with 
the office of the G-2. Considerable advance has been made since World War II days 
in that operations and planning officers flow keep G-2 well informed regarding both 
operations and plans, and G-2 feels that nd 4 gap exists because of a barrier be- 
tween the two interests. 

6, The G-2 Operations Room is the center of raon-duty hour activity. It is open 
Zk hours a day, and is manned during son-duty hours by a field grade and a company 
grade officer with enlisted support. The offices, drawn from the production 
divisions and research branches, serve this duty w* rotation. ™®^ r _5 re ^ 
briefed on recentlntelligence developments and procedures to be followed. 3n toe 
event critical information comes In during non-dutyNhours. Senior G-2 officials 
are called by tfye duty officers when critical information arrives after hours. 

7, G-2 places/ great reliance on its intelligence unit /.In the field end feels 
that they are/ competent to recognize critical information and to assure that it 
is adequately flagged and passed promptly, into intelligence channels in Washing- 
ton* G-2 believes that as a nmtor of different G-2 elements see the same in- 
coming information, adequate provision has been made to assure that something 
important is not overlooked. G-2 is largely dependent on the -intelligence aware- 
ness of Staff Communications. 0-2* s duty officers for non-duty hours are rotated 
and thus lack full continuity. 
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